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Abstract of the contribution: This contribution proposes to add the security aspect in key issue 12 for the authentication framework.
1
Introduction

The scope of the paper is :to revise key issue 12 adding security aspects

The initial key issue does not consider the security aspects, however some aspect such as identity protection or userplane and data plane protection may be linked to the authentication for example enabling ciphering of user plane communication based on keys generated as result of authentication process.

This present contribution proposes to add security aspects to the authentication key issue, however as for authentication some aspects are outside the scope of SA2 and under SA3 responsibility. It should be further noticed that the security support may be allocated to different network functionalities, for example when considered the protection of user plane and control plane.
3
Conclusion


It is proposed to approved the key issue revision in the following
####################### START REVISION FOR TR 23.799 KEY ISSUE ######################

5.12
Key issue 12: Authentication and security framework

5.12.1
Description

The authentication function is responsible for the authentication of the identity (e.g. user identity) that is presented to the network, when a UE requests to receive service(s) from the next generation network. The security function(s) are responsible for protecting the signalling and data plane, for ensuring data integrity and identity protection.
Editor’s Note: whether additional entities different from UE would be considered is FFS depending by consolidation of SMARTER requirements.

NOTE 1: The UE in the scope of this key issue are assumed to possess credential. How these credentials are provided is out of scope of this key issue. 

This TR work focuses on identifying the high level architectural aspects of authentication and security. The work will be verified with RAN for the network functionalities residing in RAN and with SA3 responsible the detailed definition of solution addressing security and threats.

The authentication functionality shall efficiently and adequately support the following:

-
Next Generation network should be capable to support  various subscriber identity types as defined by SMARTER TR 22.891, TR 22.861, TR 22.862, TR 22.863 and TR 22.864 , for example IMSI and other subscriber IDs such as URI e.g. for MTC UEs. In addition some UE may also be getting connected to the network via intermediate nodes

-
to support roaming scenario

The solution for this key issue will study the following aspects

-
identify whether and how authentication function supports connectionless and connection based service

Editor’s Note: Connectionless based service is considered in SMARTER TR 22.891 clause 5.40 as service where there is no need to establish and teardown connections when small amounts of data need to be sent. The system will therefore accept data transmission without a lengthy and signalling intensive bearer establishment and authentication procedure. The definition within the context of this TR is FFS.

-
identify how authentication solution efficiently and adequately supports (for example in terms of scalability of security signalling traffic, new types/formats of subscriber identities, etc.,) different kinds of scenarios and applications, for example, massive deployment mIoT with low activity, UE supporting MBB service, vertical services, etc.

-
whether and how UEs are authenticated per network slice or for multiple slices

-
authentication in roaming scenario

-
how established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE’s serving Network Function(s) change due to mobility
-
identify how to perform, the user identity confidentiality, signalling and user plane protection (ciphering and integrity protection) and data integrity of the data communication between the UE and the Network Function which has direct data exchange with UE.
####################### END TEXT FOR TR 23.799  ##########################
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